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Higher education campuses must hawe a sound
smergency preparedness program. Facilities

management professionals are integral to prewenting,
preparing, responding, and recowening froem an all-

hazards incident.

This course will utilize a participatory procsss to foous

an the prapare phase, cowsring in detail, the four-step
cypde evaluate, plan, trainfequip, and exencma.

Participants will apply their lsamings through in-class
nowiedge and tabletop svercimes.
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Coursa Goal
1. Engage to learn

2. Bacome familiar with smergency preparsdness

terminadogy

3. Rewview requirements related emengency
management programs

4. fszemx the readiness of pour campus

(%)

Participate in seweral TTX | Tabdetop Exercimes |

R e Emergency
FEMA TTX EOQC
: | Malicious Incident
Matural Incident
LIP EMA,
e USDE _
Ll Stafford Act
UsSDE
Ernergency EMF uinerability
Mansgement Assezsment
g
What's your

emergency preparedness WHY?

1. It'=the rightthing to do
2. FMEA Best practices
»Protect Life, Infrastructure stability,
Property/environment
#Protect continuity of operation
#Provide 3 speedy recovery l
3. Required by FEMA/USDE
4. Required by state or board mandate

POk Y

2 | 21 Pages



APPA Institute Providence, Rl September 2022
Dr. Joseph Han, APPA Fellow, CLEE

FEMA & U5 Department of ﬂ

Education reguirements 1 m nia
@

#1| EOP, COCP, HazMat Mitization Flan

2| Audits and table top eseroses.
3| Sufficiently tramerd staff members

¥4| Develop coordinated plans with
first-responder agencies.

Knowledge Check

= [Each tabde is a te=am
= Salarl o baim maeme,

= Using your Laptop or
zmart phane, go ba

Kahoolit

= Typpe in the code an the
SEreEn

= What are pou plaping
Jferr?

= et regdy!

Four Phasesof Emergency Management
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Emergency Preparedness-

4 Steps Planning Cycle

Evaluats &

hmperare

Exercise

10

WHAT MAIOR INCIDENTE HAVE TAKEN PLACE

ON OR NEAR YOUR CAMPLES

*In groups, make a list of emergency
you had onyour campuses?

*In a few minutes, lwill ask for
volunteers sharesyour group’s list.

11

Emergency Preparedness— WHY! w
*Biggest Incidents S
12
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Emergency Preparedness - WHY'!

‘ School Shootings l‘

13

Group exercise:

what arewe preparing for? 1 ﬂ
')

Compuses must prepare for All- hazard
Incicdent Manogement.
At your tables, provide examples for eadch

cotegaorys

1. Hatwral
2. Malicious

3. Men-Malicicws

14

My campus has a current Emergency
Operations Plan (EOP] AND a Continuity of
Operations Plan (COOPR)

i == v baer o, e vk Fa e € ] i
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My campus conduct one or more annual
table top exercise(s) (TTX)

Yes| | |

no, [

I cdam't "
ko | l p'a..ﬂ

Conduct a campuswide

Risk fvulnerability Assesament

* Importance and Urgency is directly reloted to
the probability and severity of impoct

o Prohability- The loefihood an eeent will acour.

8 Sty — The snaocmity of the impactfthe
patential to shut down your core function.

* Rk EVulnerability answers. how probable the
event is fikedy to ooour and how sewver the impact
might be. Higher the rskfulnerability the mane
impartant and ungent emergency preparation
hecames.
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Begin with evaluation of o >
YOur campus '\Eg
Complete the emergency

preparedness handout

What's your Score?

- FARE

19

What isyour asse

How didyour campusdowiththe
evaluation/assessment?
e -Whatcanbe
(2l - doneto
[Resources improve
“ Leadership EMETgEncy
[ngagement preparedness
S on your
B Campus?

20

TTX: EventScenario (1)

John Doe Bvent Center seats 12000 and expected
ter b filled to capacity with 3,000 graduates, S00
faculty, and 7,000 visitors. The three {3} hour
graduation ewent i schedulbed for 1pm —4pm in

June: 95 degress, sunny and shightly muggy.

2. Wihat ane the Rahors 1o aonsder s
b. Immed@te responss: Dassed on e podic s A o e
C. Bacovery straegy and priorites

d. Stafeeholders & ComimnkcaTion

21
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TTX: EventScenario(2)

Jaohn Dhoe Event Coenter seats 12,000 and expected to
e filled to capacity with 3,000 graduates, 500
faculty, and 7000 wisitars. The thres {3} hour
graduation event is scheduled for 1pm —4pm in June:
95 degress, sunny and shightly mugsy

The commencement spoaksr is

2. Wihat are the fonors to ooneskder s

b Immedizte responss based on cmrrent policies & proc edue
. Bevovery siradegy and prories

d. Zralechobdors L& commmrankcation

22

f/:"'-‘. i Q ll ﬂ ;
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I = Tool "0
= == * EM added the
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i s Cuaentons portion to
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24
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What to do in the w

Planning Phase|l) m -
E.?\-\—AO

. identify responsible department,fpersonn

[y

«  Palioy Group (Excoutiee Palicy Groun|
<« Oporathon Group (Emergoenoy Operations Group|

" IMT / ERT fincident maragement, cmergancy
Respanss)

2. Train responsible staff
3. Conduct Vulnerability/Risk Assessment

4. Coordinate plans with first respaonders

<« Inbernad stakeholdors

< [Exvtornal stakchaklors

26

What to do in the w

Planning Phase|l) | @ -
Emengency Operations Plan (EQP) |FEMA Template

Continuity of Operations. Plan (CO0P) {EM )
Emengency Operations Center {EQC)

Incident Action Plan [L&P)

L N

Disoussion based training: Seminars‘workshops,
TTX, Dperations based training: Games,
Dl fFunctional & Full scalke

<,

Crinis Communication Plan

Mass communication system | ENEF)
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Virdroducion
"Purposa = EOC Maroger's Suppeort
"AsoumnpSors Tesrn

"Locodion, Aciwoiion

WEOL CommuricoSion DpSons

» Satellite Phone Operafion
» Emergency Corference
Bridige: Procadure

B0 Oparafion - Sorngle Plarving Mesing
"OIDENT CORMARD Agenda

SYSTEM v Limon Offcer Posifion
AEOC STRHUCTURE Chwescllis=t

B0 Doocivofion:

"incidant Commond Fomes

28

T >
'ﬁ@

AN

BEOC is not same a5 Incident Command POST
EOC reguires sctiv ation per EQOP
Consider partnering with the city or nearby campus
I you choose to establish an EOC,

Assign an EDC manager

Have a back up location

Assign roles & assignment & practice it

EOC reguires deactivation

29

C

[ S R Y

(=

risisCommunicationsPlan
ei the focfs & Shick fo fhe focls. l\"—m

LSy nothing wnfil, you ore sure.

Eeep everyone cwrreni.
Mever speovlafe obout whal moy hoppen nexi.

_ Tell the sfery: den'f lef the sfery be fold Gef

cufin fronf of bodnews

. Be consisfent.

7_ Evolvote offer the orisis.

30
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- resources [N
©

S

= Department Haomeland Ssourity

= FEM&

= State Emergency Management Agency, EMA
= ity ounty EDC

= {DC hitpfeemod cgow

= Peer Institutions

= [Insurance Underwribers

= Consultants

31

n

. Failureto start & persevere. ’I

. Aszume staff availability.

. Azzume technology availability.

. Aszume resource availability [w) & w/o
MOUs, MOAs),

. Aszume how otherdepartments function.

32

-
\'\._@ E'
Orverly complicate the process |do too muod

boso st}

. [Fail to establish ey intennal

relationshipfpartnership before the incdent.

Fail tor resahes podicy issues before the incident

. FFail to establish key intennal

relationshipfpartnership before the incdent.

10. Owerlook broader impact of an incident to

neighbaring community. P

,I

33
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Lo
S

= Departmesnt Homeland Ssourity

= FEMIA

= State Emergency Management Agency EMA&

= ity County EDLC

= (DL hitpyfeeraodc gov

= Paar Institutions

= Insurance Undersriters

= Consultanis

31

Pitfallsof Disaster Planning

1. Failureto start & persevere ’I

2. Azzsume staff availability.

3. Azsume technology availability.

4. Azzume resource availability [w) & w/o
MOUs, MOAS).

E. Assume how otherdeparmtments function.

32

-
\So —
6. Owerty complicate the process. {do b mud

to Fast]
7. [Fail to establish key intennal
relationship/partnership before the incdent.
8. Fail to resohee policy ssues before the incident
9. Fail to establish key intennal
relationship/partnership before the incdent.
110, One

neighbaring community. S

’I

ook broader impact of an incident to

23
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Flanning Principlesthat Work aﬂ"

1 felati:nshipsw:::rkt:Etterthanp:Ii:-.r:r
orce.

2. Simplify, Simplify, Simplify. =y

3. Identify and regulary update an l =
exaCutive sponsor. .

4. |dentify and resourcetheright
champion.

5. Inwolve stakeholdersfrom acrossthe
campusto develop & prioritizes list o
potential scenarios.

34

Planning Principlesthat Work

&. U=e DATA, quality experience, and

Freparedness

7. Be preparedto promote Emergency I
Freparednesswhenthetiming is right.

2. ldentify the roadblocks and be solution
oriented.

3. Bewvisible [campus events, fliers,
promaotional, creste avants).

10.Be innovative (311-celllar app, givea
WayE]

\Eg

financial modelsto promote Emergenc i s

35

Develop the Plan:EDPIEMP/EAR/ERP L

= EQOP (use FEMA template)

= Annexes
»COOP
*Emergency Notifiction System
*CommunicationPlan
" |ncident Specific IAP
*EOC Handbook
*CampusSpecific Regponse Plan

36
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Event Scenario(3)

Oipen canry “educational walk”™ & scheduled to taks
place froem naan —400PK.

2. Wihat anc the 0nors To oornskder
b Imimisdate resporss hased on Cmrrend ok ees B pnod acue
©. Kecovery siaiegy and prornies

d. Stakehalders & oomimnkeatiomn

a7

" | have completed FEMA's ICS 100, 200, 700
arnd B00 courses

ves ]

Mo, | & e,

33

&>,
\Sa
Required fRecommended  Training
Foundations: K5 100,200, 700,800
Intermediate: 05 300,400
BAdvanced: Specialty, Command fGeneral stall
Training Resources
¥ EMER / EMI
¥ State [MA
¥ County EMA
¥ TN 8 Tewas AEM

¥ Seminarsfoonsultants

35
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training Exercises a .

D S

Exercises are time consuming, expensive, and nobady

wants o da it Why bother?
"Clarify roles and responsibilities.
vimprowe interagency coondination. .

“Find resgurce gaps.
"Drewedonp individual perfonmance,

widentify opportunities for improvemesnt.

"Creating buy-in to minimize micro-managing.

41

Tabletop Exercises (TTX) &

T,
\Dz

What doyou test?

v Mass Motification System

¥ Confirm MOU/MOA
v Test the EOP/COOP/EQC

v Test campus stak eholder ieea. s06)

v Test campus first responders
v Test Interoperability st fespanders,

Dispatch, |

42
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Start with the most probable @1
Sz
. -

MECG. Epadamec. Mabor
riraainochore. Wildy
¥ Soma Indrewinsciurs. LRildy re——_ R

= - . Scme doae
E.l v bhgm cegeauia
---:t v Sesranvd - v her, brossnnn
¥ v Fmanmis ey
= P =
highi Prodabling
Wik &k Bl By ST Dk .-h--: ron wanthan' (IRl
Fiagli SRy v, B Soma Endrainachom
il s i L Scma wenia
il i
Larbivem o soenr

= [Each table i a team
| - Belact o beam name.
LI N R = Using your laptop or smart
phane, go to KahoolLit
= Tppe in the code an the
SO

* ql . ? 'F = What are you plaping far?

= Get regdyp!

44

@ >
Incident Scenario S

Specialguests anddemonstrators all have
canceled. It'sa "normal” graduation day! FBI,

the HUB and JIC=how now active human
causedthreats.

Graduation ceremonies began at 1:00FM.
Given the hot weather, freewater & soda
giveaways, peoplearetrickling in since noon
to gvoid the heat. The event starts without
any reported problems.

45
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| e scion ot LS

" HOTWASH:
* DRmMags 2asr-Ramesnt.
= Euathonad Update.
= Wit Whorked Whells
= Wit wore some dhallengosr
» What cn/should be improved?

" Conrective actions Bsted in the After-Action
Repartimprowement  Plan (ASRAP].

" Mlonitor progress. and engage a opce of
continuous improvement.

46

L v ddia ety PLETe1if], DA o a0t il AAbry ded _'L

* Whatwasthe most significant lesson

learned?

* How willyou apply what you learned to
makea positive difference to ensure

emergency readiness for your campus?

* Challengeto thefadlitiesprofessionals.

42
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Thanks for participating today!

Please complete the course
SUTVEY

THE NUNCHI GR@UP

Joeeeph Han 216 70 2005

jrsephgthenunchigraup.com
bty fwrara thenunchignoup.comy’

49
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Emergency Preparedness Check List
Dr. Joseph Han | Joseph@thenunchigroup.com | [216) 702 -2005

YES | NO Emergency Preparedness Check List

1 Responsible department/personnel are identified

2 Group (Executive Policy Group) set

3 Operation Group (Emergency Operations Group) set

4 Incident Management/Emergency Response Teams

5 Responsible staff are properly frained/certified

b Vulnerability/Risk Assessment are conducted

7 Emergency plans are coordinated with infernal first
responders

8 Emergency plans coordinated with external first
responders

¢ Exercises are conducted with multiagency and mulii
deparfments

10 Campus has an Emergency Operations Plan (EQF)

11 Campus has Continuity of Operations Plan (COOP)

12 Campus has an All-hazards Mitigation Plan

13 Campus has Emergency Operations Center (EQC) sef
up

14 FIV personnel are included in the Incident Action Plan

15 Tabletop & live exercises are conducted annually

16 Campus conducts after action report (hot wash)

17 Campus has a communicafion plan/strategy

18 Campus has a mass communication system are in
place

19 EQP is update when there is a change or and reviewed
annually

21 COOP is updated and tested annually

22 | have completed I5/ICS 100, 200, 700, 800

23 We have a mass nofification system that is regularly
tested

24 My unit has an alternate site to provide seamless
services

Tot >24 Ready. 20-23 Needs Work. <20 = Time bomb.
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Emergency Preparedness Definitions
Dr. Joseph Han | Joseph@thenunchigroup.com | (216) 702 -2005

A AlLL-Hazards Term used fo describe all known and unknown
hazards

B CO0OF Continuity of Operations Plan

C EAE Emergency Action Plan (See EQF)

D Emergency 4-Phase response including Mitigation, Planning,

Management FResponse, and Fecovery
E Emergency 4-Phase response including Evaluation, Planning.
Preparedness Training, and Exercise

F EMA Emergency Management Agency

= = Emergency Management Plan

H EQC Emergency Operations Center

I EQF Emergency Operation Plan

J FEMA, Federal Emergency Management Association

K HazMat Mitigation | Mitigation Plan that addresses actions steps to

Plan prevent and respond to hazardous materials

L | AP Incident Action Plan to be used in case of
specific event

M| LIFP Emergency Management Priorities: Life,
Infrastructure, Property/Environment

M Malicious Incident | Hazards or incident caused by people with
nefarious or intent to do harm

O Natural Incident Hazard or incident caused by naturally
occurring events.

P MNon-Malicious Hazard or incident caused by human error or
negligence.

@ | Stofford Act Disaster Relief Act that provides financial and
physical assistance when emergency is
declared

R ITX Tabletop exercises conducted to test all-hazards
readiness

5 USDE U.5. Department of Education

T Vulnerability Tool used to determine the Importance and

Assessment Urgency based on probability and severity of
impact.
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