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AGENDA

Afewsiides of what we willbe covering today.

About Me

Information about the instructor and a ittle
background on how we got here.

Operational Technology
A description of OT and why it's

important in today's facilities.

Attacks are being launched!

Real world examples of attacks on

Cyber Evolution & AIC

How the digital environment is changing in
SCADA systems and iOT and how we need to
look at security differently.

infrastructure.

Network Security

How ownership and protection at the border is
critical to limitrisk to the institution.
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Inventory Management
Having an inventory and knowledge of what's

in your environment s criticalto protection.

Identity & Access Management
IAM is one of the most important components
to managing risk to ICS systems.

Visibility
Capturing logs from systems and allowing agents on
systems that could provide information to analysts for

intrusion detection.

Vulnerability Management
Keeping up with maintenance and
patching system help decrease risk.

Targeted Attacks
What do you do if you think your
environment is compromised.

Phishing
What | can do today to help protect my environment

11

and practice good computing hygiene.

OPERATIONAL TECHNOLOGY
Director

About The Instructor

I'm currently the Director of Operational Technology at Penn State
University. Prior to joining the Office of the Physical Plant, | worked in
the department of Cybersecurity and managed several different teams;
Security Operations, Risk Management, and Identity Business Services.
He’s been in several academic and research technology roles during his
nineteen-year tenure in Higher Education.
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TECHNOLOGY

Operational technology (OT) is hardware and software that detects o
causes a change, through the direct monitoring and/or control of
industrial equipment, assets, processes and events. The term has
become established to demonstrate the technological and functional
differences between traditional information technology (IT) systems and
industrial control systems environment, the so-called “IT in the non-

carpeted areas”.

Security by obscurity
105 deployments used propritay
protocols and wee aifiul o
ok by exemal actors.

shift to the Internet
atacks because o system avaiabilty.

indows XP end of life

[specific threats on the rise

Manufactures runring mre recent verslons of Windows.
may ot be appling securly paches effectvely because they
wani hei systems 1 operate with miim nteruptions.

10 2015, there was an attack on Kemuri Water Company s C5, which

o
ag

Florida. (see attached)

[CyberSecurity planning & policy

IC:

As ICS evolves security risk increases!

S

Cyber
Evolution

Industrial
Control
Systems

An [CS s any device, instrumentation, and associated software
and networks used to operate or automate industrial processes.
Industrial control systems are critical infrastructure such as
energy, communications, and transportation. Many of these
systems connect to sensors and other devices over the internet—|
the industrial Internet of things (IloT), which increases the IS

attack surface,

Sources:
NIST 80062

T a0082
SANS Instiute

CONFIDENTIALITY

Availability

AVAILABILITY
INTEGRITY
CONFIDENTIALITY

=y ——

In the CIA Triad of security models, we need to make
adjustments for ICS, SCADA and iOT systems. Availability

becomes the most important component of the model.
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Hacker Changed Chemical Level in Florida Ukraine Power Grid Cyberattacks
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City’s Water System
v Introduction

Target Hackers Broke in Via HVAC Company

g o fndout how

nenk plantin Oldsmar Fla, was hacked, and the intrs

i I R to
Remotely Lock and Unlock Doors
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Th
EVOLUITION
WILL CONTINUE

As you can see, we came from systems that only had
internal threats as a isk factor, to systems that have

external & interal threats. As actors become more

we need to d

risk mitigation plans in place.

Many security experts see a new wave of destructive
attacks targeting ICS and want critical infrastructure
owners to urgently update the security of their

operational technology networks.
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'a NETWORK SECURITY

Property and facilities is very similar on how we should manage our digital environment. Many

of the same principals apply in Cybersecurity!
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Penn State
University
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MANAGEMENT

kesp rackaf.
Reduce Mean Time to Software Asset
Inventory Management
Hardware Asset Early Security Threat
Management Detection
Data Traceability Cloud Asset
Management
Mobile Device Cost Optimization
Management

usepage umber @D
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'a IDENTITY ACCESS MANAGEMENT

can access the appropriate data and resources — t the right times and for the right reasons.

Provisioning &2
Multifactor Authentication (2FA)

Deprovisioning

Identity and access asp ol the right people
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Cayer 3
Gperating systom hardening

PennState
Physical Plant - Security configuration

- Anti-matware

- System redundancy

4
Information access

oy A User identfication
Eiticai intormation q e
Oata categonza

 Ropicaton hardons
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© Account Overview

Quick Actions
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VISIBILITY
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Automation

vs.
Analysts

O

000

24




g PATCHING & VULNERABLITY
MANAGEMENT
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discovery and remediation of risks o all inds.
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Unit Security Dashboard

Shomthers

All Known Critical and High Vulnerabilities
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WE WERE
TARGETED!
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O Disaster Recovery
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famnnsmle HOME  EDUCATION § TRAINING « _ POLICIES B STANDARDS = PRIVACY = SERVICES ABOUTAS

POLICIES & STANDARDS

Office of Infarmation Security REPORT AN INCIDENT

University Policies

30
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Q) Fonnie
WHAT IS THE MOST
IMPORTANT THING | CAN DO
RIGHT NOW?
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WHAT IS PHISHING?

THEFT BY FAMILIARITY

Phishing is an attempt to steal your personal information
By posing as someone you know or trust

TOP CYBERATTACK VECTOR

Of all attack vectors, phishing remains the most commonly exploited,
and accounts for 90% of all successful cyberattacks worldwide. Over
the last year, there has been a 400% increase in phishing attacks!
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MANY HAVE BEEN REELED IN?

PHISHING IS EFFECTIVE

&

500 Million
Average cost of a data DUO saw that an average Number of phishing
breach in 2021 to an of 31% of people click the attempts reported by
institution at our scale. phishing links. They also Sonicwall from Jan - Sept
saw that 17% of users 2021
enter their credentials into
the phishing site

33
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Penn State:
Big Pond
Bigger Phishes

Penn State remains one of
the most highly targeted
universities in the Big Ten

850,000

Average daily
malicious emails
blocked by

"3 PennsState Microsoft 0365

Physical Plant
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66 HOW DO | KNOW IT'S A PHISH? 99

Style Action Grammar Email

Does the writing Is the sender Are there spelling Do you recognize

style match the asking you to visit or grammar errors, the sender, and

sender? a site you don't or missing words? does the email
recognize? address match?

Links

Sometimes, you can hover over links
within emails to see where they're
really going. Microsoft Office 365
helps protect us with Safe Links.

DON'T CLICK IF YOU AREN'T SURE!
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Campaign|2018

93,593
’ !@
I emails sent =

34,001 (36.32%)
users clicked

36
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Passwords

OK, I FELL FOR IT

¢6 NOW WHAT? o9

PSUIT Use Caution Delete
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Change ALL
your passwords,
and don't use
the same one
for accounts.

There's no In the future, if an Don't “test” the
shame in email seems email. If you click,
contacting us! suspicious call the it may already be
Call immediately sender or email them too late. Just
to limit our risk. directly. delete!
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QUESTIONS?

ARODGERS@PSU.EDU
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