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Penn State at a Glance

Students Land Roads
UP=48.201 UP=11,249 acres Fll] UP = 119 miles
CC=23,838 CC = 2,646 acres O—0O~ cc=504 miles

All=88,116 All = 21,888 acres All = 217.6 miles

Employees

Full-ime = 20,794 O Walkways (A, Buildings

Parttime = 13,810 UP=88.6 miles UP=971 at 20.3M GSF
/ CC=54.1 miles CC = 622 at 7.8M GSF

OPP Employees All = 157.5 miles All =2,092 at 34.5M

Staff = 435
Trades = 675
Custodial = 441
Total = 1,551

UP = University Park  CC = Commonwealth Campuses Al = UP + CC + Hershey Medical + Additional Locations
(inc. Rock Springs)

OPP Divisions of Labor

Designand Environmental Planning, Design and

RS Construction Health and Safety Properties

Commonwealth Business and College of Medicine

Services Finance Facilities Administration

PennState
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Industrial

hifedtoT
heybecame winerab o many mote e
tacks becaus of sysiem vl by

mentation, ar

ate or a industr
Industrial control systems are critical infrastruct

energy, communications, and transportation. Many of these

stems connect to sen d other devices over the interne

dustrial Internet of things (IloT), which increases th

As ICS evolves security risk increases!
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AVAILABILITY
INTEGRITY

Hacker Changed Chemical Level in Florida Ykraine Power Grid Cyberattacks

’s Water System

Introduction

Vulnerabilities Allowed Researchers to - x
Remotely Lock and Unlock Doors AT
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‘external & nternal threats. As actors become more.

sophisticated, we need to have

risk mitigation plans n place.

owners to urgently updatethe security of their

operationaltechnology networks.

@ PennState

NETWORK SECURITY

Property andfacilties is very similar on how we should manage ourdigital environment. Man,
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INVENTORY

Penn State
University
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IDENTITY ACCESS MANAGEMENT

™3 PennState
Physical Plant

Layer2
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Layer 3
Cparating system hardening

9/12/2023




Bl © Account Overview

qQuick

a
a
=
-
Details
s
asfiiations
.

23

@ PennState

VISIBILITY
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SECURITY
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PATCHING & VULNERABLITY
MANAGEMENT

Automation
VS.
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unit Security Dashboard
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WE WERE
TARGETED!
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POLICIES & STANDARDS

Office of Information Security

University Policies

32
WHAT IS THE MOST
IMPORTANT THING | CAN DO
RIGHT NOW?
33
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WHAT IS PHISHING?
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THEFT BY FAMILIARITY

Phishingis an attempt to steal your personal information
By posing as someone you know or trust

TOP CYBERATTACK VECTOR

Of all attack vectors, phishing remains the most commonly exploited,
and accounts for 90% of all successful cyberattacks worldwide. Over
the last year, there has been a 400% increase in phishing attacks!
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PHISHING IS EFFECTIVE

©)

Average cost of a data DUO saw thatan average
breach in 2021 to an of 31% of people click the
institution at our scale phishing links. They also

saw that 17% of users
enter their credentials into
the phishing site
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500 Million

Number of phishing
attempts reported by
Sonicwall from Jan - Sept
2021

Penn State:

Bigger Phishes

Penn State remains one of
the most highly targeted
universities in the Big Ten

Average daily
malicious emails
blocked by
Microsoft 0365
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Style Action Grammar Email

Does the writing Is the sender Are there spelling Do you recognize

style match the asking you to visit or grammar errors, the sender, and

sender? a site you don't or missing words? does the email
recognize? address match?

66 HOW DO | KNOW IT'S A PHISH? ??

Links

Sometimes, you can hover over links
within emails to see where they're
really going. Microsoft Office 365
helps protect us with Safe Links.

DON'T CLICK IF YOU AREN'T SURE!

Penn State
Self-Phishing

Campaign|

=] PennState
Physical Plant

emails sent

34,001 (36.32%)
users clicked
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€6 NOW WHAT? #2

Passwords PSUIT Use Caution Delete

© 06 0 0

Change ALL There's no In the future, if an Don't “test” the
your passwords, shame in email seems email. If you click,
and don't use contacting us! suspicious call the it may already be
the same one Call immediately sender or email them too late. Just
foraccounts. to limit our risk. directly. delete!

39
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QUESTIONS?

TARODGERS@PSU.EDU
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